Abstract. The mobile Ad Hoc network is widely used in fields without communication infrastructure. To meet the demand for highly secure and efficient group communication in Ad Hoc network, many contributory group key agreement protocols have been proposed. But most of these proposed protocols focused on security with bilinear pairing calculation, which is a computational-heavy operation. In this paper, a pairing-free certificateless authenticated group key agreement is proposed. By using scalar multiplication of elliptic curves and a binary key tree structure, the proposed protocol reduces computation overhead and meanwhile provides secure services for dynamic groups. The result demonstrates that the protocol is secure, efficient and suitable for Ad Hoc network.
Introduction
Group key agreement is an effective method to secure group communication in mobile Ad Hoc network. And the lack of central node means that only contributory group key agreement with identity authentication is acceptable. Traditional schemes with authentication using certificates or identity-based public key cryptography have inevitable drawbacks. Certificate management costs a lot for nodes with limit energy and storage in Ad Hoc network and key escrow property of identity-based schemes weakens its security performance.
In 2003, Al-Riyami et al [1] proposed certificateless public key cryptography which avoids problems of traditional schemes. In 2007, Cao et al [2] put forward the first certificateless group key agreement protocol, but the protocol couldn't provide forward secrecy and implicit key authentication. Heo et al [3] proposed a certificateless group key agreement based on binary tree structure, which is suitable for dynamic groups. But Lee et al [4] pointed that Heo's protocol didn't provide perfect forward secrecy and failed to provide implicit key authentication. Lee's protocol failed to resist the known temporary key attack. To ensure the node identity, Geng et al [5] proposed a certificateless group key agreement using digital signature, but Teng et al [6] pointed out that its security analysis is not rigorous. Teng et al[6] also proposed a certificateless scheme which proved to be resistance to active attack in random oracle model. Protocols in[2-6] depend on bilinear pairing operation, which is much more expensive than the modular exponentiation and scalar multiplication in the finite field.
In this paper, we propose a certificateless authenticated group key agreement eliminating pairing operation. Based on [7] , our protocol provides implicit authentication by using digital signature and proves to be secure under Computational Diffie-Hellman Problem. Compared with other protocols, our protocol is secure and efficient and suitable for Ad Hoc network.
The remainder of the paper is organized as follows. Section 2 presents the notations and the security requirements for the authenticated group key agreement protocol. In section 3, we give a
